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Kaspersky 
Polys Digital Voting 
System 
The User Guide: Voter document is a 
manual for users of the Polys Digital 
Voting System. 
The document is addressed to vote organizers and vote participants using the Polys Digital Voting System 
(hereinafter referred to as the System). 

The user guide consists of one part and describes the device and operating principle of the Polys Digital 
Voting System, contains software and technical specifications, the information necessary for proper use of 
the System and defines the program execution process. 

This document contains the following sections: 

 Introduction; 

 Purpose, design and operation; 

 Getting started; 

 Operation and work description; 

 Emergency situations. 
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TERMS AND DEFINITIONS 

System/Polys – Software intended for use in automated systems that process 
information that does not contain information that constitutes a 
state secret, including for logging operations and automating 
remote electronic voting processes. 

Blockchain – A continuous sequential chain of blocks (a linked list) that contains 
information built according to certain rules. 

Blockchain network – A set of network computing nodes. 

User – System user. 

Vote – An event (survey, poll, election) initiated by the Organizer, in which 
voters take part. 

Organizer – User of the System who creates votes. 

Organizer panel – The main page of the Organizer with the corresponding 
functionality, where the Organizer can schedule and conduct online 
voting. 

Event – Multiple votes that are united by a single topic, and also have a 
common list of voters and other parameters. It can include as many 
votes as you want. 

Voter – System user participating in voting. 

Constructor – Section of the user interface for creating a vote. 

Smart contract – Program code, the result of which can be checked by any network 
participant. 

Ticket – A document with access to voting. 
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INTRODUCTION 

Please read this document before using the System. 

It is strictly forbidden to transfer user rights to third parties. 

The Polys Digital Voting System implements a software-based voting service based on a blockchain 
network. 

System implementation: 

The system is a product of domestic development by AO Kaspersky Lab. 

Polys online voting is designed for: 

 use in automated systems that process information that does not contain information constituting a 
state secret; 

 logging operations and automating remote electronic voting processes: 

 setting voting parameters; 

 voter registration; 

 verification of active voting rights; 

 issuing electronic ballots; 

 saving encrypted electronic ballots; 

 decrypting electronic ballots; 

 calculating results. 
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1 PURPOSE, STRUCTURE AND FUNCTION OF THE SYSTEM 

1.1 Purpose, scope and operating conditions 

The purpose of the System is to conduct online voting and monitor online voting processes using the 
blockchain network, which receives, stores, processes and transmits information. 

1.2 Automated activities and functions of the System 

1) Automates online voting monitoring. 

2) Provides the following functions: 

 data retrieval; 

 data collection; 

 data processing; 

 data transfer; 

 data storage; 

 tracking trends; 

 generating relevant reports. 

1.2.1 System application 

Automation of online voting. 

1.2.2 Purpose of System application 

Automation of remote electronic voting processes. 

1.3 Operational purpose of the System 

Use at facilities of any size to organize complex online voting. 

System users have access to the following functions: 

 setting voting parameters; 

 voter registration; 

 verification of active voting rights; 

 issuing electronic ballots; 

 saving encrypted electronic ballots; 

 decrypting electronic ballots; 

 counting results. 

Users connect to the System using a browser-based application. 

1.4 User requirements 

Personal computer, web browser (Google Chrome, Microsoft Edge, Mozilla Firefox, Opera, Safari, Yandex 

Browser, etc.) 

1.5 Hardware requirements 

 CPU: 1.11GHz 

 RAM: 2GB 

 Storage: 16GB 
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1.6 Software requirements 

 Chrome 60, Edge 79, Firefox 75, or Opera 47. 

A high-level diagram of the System is shown in Error! Reference source not found.. 

 

Figure 1. High-level System diagram   
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2 ACTIONS OF A VOTING PARTICIPANT (VOTER) 

2.1 Logging in 

In order to start work, you need to: 

 ensure there is an internet connection; 

 have access to a browser; 

 enter the address: https://polys.me; 

 click Log in for login/registration (Figure 2) and select As voter. 

The voter is given access to a vote via: 

 email; 

 code; 

 phone number. 

 

Figure 2. Authorization in the System 

 

NOTE: In the System, you can create five free polls with up to 20 participants. To increase the 
number of votes or the number of voters, please contact us via the link https://polys.me/pricing. 

 

On the voting page, the voter has access to some or all of the following: 

 list of available votes; 

 list of candidates/answer options; 

 arrows to switch between votes if there are multiple votes; 

 timer with a countdown to the beginning or end of voting; 

 date and time interval of voting; 

 name of the vote organizer; 

 voting functionality. 

The voter’s user interface is shown in Error! Reference source not found.. 

https://polys.me/
https://polys.me/pricing
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Figure 3. Interface of the Voter page/application 

 

The number of votes that a voter can cast for one or more answer options is determined by the Organizer. 
After voting starts, the voter will receive another message stating that voting has begun. 
If the Organizer has created an open vote (the voter’s choice will be visible to the Organizer after the results 
are counted), the System will display the following warning: Your choice will be visible to the organizer 
in the vote results (Figure 4). 

 

Figure 4. Warning about open voting 

 
The voting application will then inform the user of the vote status (Figure 5). 
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Figure 5. Vote status: Open Vote and Secret vote 

 

Text shading in the voting description: when switching from the first to the second line in a bulleted list, as well 

as when switching from the second to the third line of plain text, part of the description is obscured, hiding 

the rest of the text. (Figure 6). 

  

Figure 6 - The partially hidden vote description text. 

 

2.1.1 Vote access by email 

After the Organizer creates a vote with email access, voters will receive an invitation by email (Figure 7). 
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Figure 7. Invite to vote 

To vote: 

1) Click on the link from the email. The vote page opens. 
2) After reviewing the answer options/candidates, vote for one or more options/candidates. 

2.1.2 Vote access by code 

The Organizer can create access codes for a vote in the form of a ticket and distribute them to voters via 
text message, a message in a messenger service, on a website, or a printout. 

An example of a ticket used to access a vote is shown in Figure 8. 

To vote: 

1) Scan the QR code on the ticket and go to the voting page. 
2) Enter the eight-digit PIN code to access voting. All codes are unique (Figure 9). 

 

Figure 8. Ticket with QR code and eight-digit code 
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Figure 9. Entering a personal unique PIN code 

 

After entering the eight-digit unique PIN code, the Voter will be redirected to the voting page. 

 

2.1.3 Vote access by phone number 

The vote Organizer can set up access to a vote via the voter’s phone number (Figure 10). After entering 
the phone number, the voter receives a text message with a code that gives access to the vote page. 

  

Figure 10. Access to a vote by phone number and SMS code 

 

NOTE: The system supports the use of international phone numbers. 
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2.2 Voting 

The System offers voters the following voting options: 

1. Single option selection; 

2. Multiple option selection; 

3. For, Against, Abstain; 

4. Multi-option points system. 

2.2.1 Single option selection 

To participate in the vote type Single option selection: 

1) Follow the link to vote. 

2) Click the button Go to vote. 

After clicking the button, the answer options or candidates are displayed. 

Voting can take place: 

 without a timer. 

 with a timer at the top of the page: 

 time until voting starts . 

 time until voting ends . 

3) On the vote page, select one option. 

4) Click the Vote button (Figure 11). 

 

Figure 11. The Vote button 

 

After voting, the following message appears on the screen: Your vote has been accepted and encrypted 
(Figure 12). 
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Figure 12. ‘Your vote has been accepted and encrypted’ 

 

After voting, the voter can return to the vote page and the turnout monitor, and/or take part in other votes. 

2.2.2 Multiple option selection 

To participate in the vote type Multiple option selection: 

1) Follow the link to vote. 

2) Click the button Go to vote. 

After clicking the button, the answer options or candidates are displayed. 

Voting can take place: 

 without a timer. 

 with a timer at the top of the page: 

 time until voting starts . 

 time until voting ends . 

3) On the vote page, select one or more of the answer options. 

 

NOTE: Please note that if all the options allowed by the Organizer are selected (in this example, the 
maximum choice is two response options), all the other options become inactive. 

 

4) Click the Vote button (Figure 13). 
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Figure 13. The Vote button 

 

After voting, the following message appears on the screen: Your vote has been accepted and encrypted 
(Error! Reference source not found.). 

 

Figure 14. ‘Your vote has been accepted and encrypted’ 

 

After voting, the voter can return to the vote page and the turnout monitor, and/or take part in other votes. 

2.2.3 For, Against, Abstain 

To participate in the vote type For, Against, Abstain: 

1) Follow the link to vote. 
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2) Click the button Go to vote. 

After clicking the button, the answer options or candidates are displayed. 

Voting can take place: 

 without a timer. 

 with a timer at the top of the page: 

 time until voting starts . 

 time until voting ends . 

3) On the vote page (Figure 15), select one of the variants For, Against or Abstain for each 
option/candidate. 

 

Figure 15. Voting page for the vote type For, Against, Abstain 

 

NOTE: You must choose one of the variants for each option/candidate. 

 

4) Click the Vote button (Error! Reference source not found.). 
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Figure 16. The Vote button 

 

After voting, the following message appears on the screen: Your vote has been accepted and encrypted 
(Error! Reference source not found.). 

 

Figure 17. ‘Your vote has been accepted and encrypted’ 

 

After voting, the voter can return to the vote page and the turnout monitor, and/or take part in other votes. 

2.2.4 Multi-option points system 

To participate in the vote type Multi-option points system: 

1) Follow the link to vote. 

2) Click the Vote button. 

After clicking the button, the answer options or candidates are displayed. 
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Voting can take place: 

 without a timer. 

 with a timer at the top of the page: 

 time until voting starts . 

 time until voting ends . 

3) On the vote page (Figure 18), distribute the points allocated by the Organizer among the candidates 
by clicking on the corresponding cell. 

 

Figure 18. Voting page with a distribution of points between candidates 

 

4) Select the required number of points with rewinding (Figure 19). 

5) Click the Set button. 
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Figure 19. Distribution of points 

 

6) Repeat the procedure for the remaining candidates if necessary. 

NOTE: Please note that all the allocated points must be distributed. In this example, the Organizer 
has allocated 15 points. Only the voter decides which options receive points. It can be one option, 
several options, or all options. 

 

7) Click the Vote button (Error! Reference source not found.). 

 

Figure 20. The Vote button 

 

After voting, the following message appears on the screen: Your vote has been accepted and encrypted 
(Figure 21). 
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Figure 21. ‘Your vote has been accepted and encrypted’ 

 

After voting, the voter can return to the vote page and the turnout monitor, and/or take part in other votes. 

2.3 Results 

When the vote is complete, the results will be displayed on the vote page. The results of voting differ 
depending on the type of vote. 

The result of a Single option selection type vote is shown in Figure 21. 

 

Figure 22. Single option selection result 

 

The result of a Multiple option selection type vote is shown in Figure 22. 
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Figure 23. Multiple option selection result 

 

The result of a For, Against, Abstain type vote is shown in Figure 23. 

 

Figure 24. For, Against, Abstain result 

 

The result of a Multi-option points system type vote is shown in Figure 24. 
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Figure 25. Multi-option points system result 

 

A voter can return to the page with the vote results by: 

 clicking the corresponding link from the invitation letter, etc.; 

 scanning the QR code from the corresponding ticket. 

The vote can end at the scheduled time or be stopped manually by the Organizer. The method used to end 
the voting process can be viewed on the voting page. 

If you attempt to vote several times from different devices using the same account, a warning window will 
appear (Figure 26). 

 

Figure 26. Warning window 

 

2.4 Technical support 

Please report any errors to the company's technical support service at the following address: 
hello@polys.me  

mailto:hello@polys.me


 
                         Version 2.8 

 

 
39A/1 Leningradskoe Shosse, 
Moscow, 125212, Russia | www.kaspersky.com | polys.me 

23 

4 EMERGENCY SITUATIONS 

If an error occurs while working with the System, an error message will appear on the user's screen. The 
cause as well as the corresponding error messages are presented in Error! Unknown switch argument.. 

Table Error! Bookmark not defined.. Possible errors and ways to fix them 

Possible causes Error Troubleshooting 
instructions 

Incorrect System operation The page didn't open Reload the page in your 
browser and check your 
internet connection 

Lines are highlighted with a 
red border 

Incorrectly entered data or no 
data at all 

The app doesn't respond Contact customer support at 
hello@polys.me 

Other errors Contact customer support at 
hello@polys.me 
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APPLICATION: INFORMATION ABOUT RELEASES 

Release date Release 
number 

Functionality Functional description 

28. 07.2021 2.5 Warning about 
open vote 

A notification has been added to the Voter app that 
informs the Organizer that the participant's choice will 
be visible after the results are counted. 

Text shading in 
the vote 
description 

Text shading added in the voting description: when 
switching from the first to the second line in a bulleted 
list, as well as when switching from the second to the 
third line of plain text, part of the description is 
obscured, hiding the rest of the text. 

Message about 
repeated voting 

Warning screen added for when a voter tries to vote 
several times from multiple devices using the same 
account. 

31.08.2021 2.6 Support for 
voting by phone 

Ability to restore a user's login by phone via SMS 

03.11.2021 2.7 Support for 
international 
phone numbers 

Support for international phone numbers added for 
voters with phone access. 
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