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Kaspersky 
Polys Digital Voting 
System 
The User Guide: Organizer document is a 

manual for users of the Polys Digital Voting 

System. 
The document is addressed to vote organizers and vote participants using the Polys Digital Voting System 

(hereinafter referred to as the System). 

The user guide consists of one part and describes the device and operating principle of the Polys Digital Voting 

System, contains software and technical specifications, the information necessary for proper use of the System 

and defines the program execution process. 

This document contains the following sections: 

 Introduction; 

 Purpose, design and operation; 

 Getting started; 

 Operation and work description; 

 Emergency situations. 
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TERMS AND DEFINITIONS 

System/Polys – Software intended for use in automated systems that process 

information that does not contain information that constitutes a state 

secret, including for logging operations and automating remote 

electronic voting processes. 
Blockchain – A continuous sequential chain of blocks (a linked list) that contains 

information built according to certain rules. 

Blockchain network – A set of network computing nodes. 

User – System user. 

Vote – An event (survey, poll, election) initiated by the Organizer, in which 

voters take part. 

Organizer – User of the System who creates votes. 

Organizer panel – The main page of the Organizer with the corresponding functionality, 

where the Organizer can schedule and conduct online voting. 

Event – Multiple votes that are united by a single topic, and also have a 

common list of voters and other parameters. It can include as many 

votes as you want. 
Voter – System user participating in voting. 

Constructor – Section of the user interface for creating a vote. 

Smart contract – Program code, the result of which can be checked by any network 

participant. 

Ticket – A document with access to voting. 
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INTRODUCTION 

Please read this document before using the System. 

It is strictly forbidden to transfer user rights to third parties. 

The Polys Digital Voting System implements a software-based voting service based on a blockchain network. 

System implementation: 

The system is a product of domestic development by AO Kaspersky Lab. 

Polys online voting is designed for: 

 use in automated systems that process information that does not contain information constituting a 

state secret; 

 logging operations and automating remote electronic voting processes: 

 setting voting parameters; 

 voter registration; 

 verification of active voting rights; 

 issuing electronic ballots; 

 saving encrypted electronic ballots; 

 decrypting electronic ballots; 

 calculating results. 
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1 PURPOSE, STRUCTURE AND FUNCTION OF THE SYSTEM 

1.1 Purpose, scope and operating conditions 

The purpose of the System is to conduct online voting and monitor online voting processes using the 

blockchain network, which receives, stores, processes and transmits information. 

1.2 Automated activities and functions of the System 

1. Automates online voting monitoring. 

2. Provides the following functions: 

 data retrieval; 

 data collection; 

 data processing; 

 data transfer; 

 data storage; 

 tracking trends; 

 generating relevant reports. 

1.2.1 System application 

Automation of online voting. 

1.2.2 Purpose of System application 

Automation of remote electronic voting processes. 

1.3 Operational purpose of the System 

Use at facilities of any size to organize complex online voting. 

System users have access to the following functions: 

 setting voting parameters; 

 voter registration; 

 verification of active voting rights; 

 issuing electronic ballots; 

 saving encrypted electronic ballots; 

 decrypting electronic ballots; 

 counting results. 

Users connect to the System using a browser-based application. 

1.3 User requirements 

Personal computer, web browser (Google Chrome, Microsoft Edge, Mozilla Firefox, Opera, Safari, Yandex 

Browser, etc.) 

1.4 Hardware requirements 

 CPU: 1.11GHz 
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 RAM: 2GB 

 Storage: 16GB 

1.5 Software requirements 

 Chrome 60, Edge 79, Firefox 75, or Opera 47. 

A high-level diagram of the System is shown in Error! Reference source not found.. 

 

Figure 1. High-level System diagram  
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2 GETTING STARTED 

2.1 Logging in 

In order to start work, you need to: 

 ensure there is an internet connection; 

 have access to a browser; 

 enter the address: https://polys.me; 

 click Log in for login/registration (Error! Reference source not found.) and select As organizer. 

 

Figure 2. Authorization in the System 

 

If the Organizer logs in from the same browser or device, the System will remember it automatically (if the 

Organizer doesn't click the Exit button or clear the browser cache). 

To get started, the user must agree with the Terms of Use and Marketing Statement (Figure 3). 

There are two ways to log in: 

1. Following a link sent via email (to do this, enter your email address in the field); 

2. Logging in with a secret key (to do this, click the corresponding link). 

https://polys.me/
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Figure 3. Logging in 

 

After authorization, the main page of the System – the Organizer panel – will open in the browser (Figure 4). 

 

Figure 4. System home page: Organizer panel 
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The auxiliary side panel contains three tabs and a login/logout/authorization icon: 

1. The Votes tab – allows you to set up and conduct a vote. 

2. The Events tab – allows you to set up and simultaneously conduct several votes that are 

united by topic and also have a common list of voters and parameters (currently in the development 

stage). 

3. The Voters tab – allows you to configure the parameters of new voter lists and use previous 

lists. 

4. Icon for logging in/out and authorizing a user with the Organizer role. 

2.2 Online voting procedure 

NOTE: Depending on the option, the range of measured data may differ depending on the 

configuration and user's choice. 

 

Online voting procedures are performed independently by users using the System, 

including without the presence of the Organizer. 

2.3 The capabilities of users with the Organizer role 

 creating a vote; 

 starting a vote; 

 getting the result of a vote. 

NOTE: Users will be notified of planned System updates (Figure 5). 

 

Figure 5. A notification is displayed when a planned update occurs. 
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3 DESCRIPTION OF WORK 

3.1 Votes tab: Organizer panel 

The Organizer panel for creating a vote. The interface of the Organizer panel is shown in Figure 6. The 

constructor for creating a vote is shown inside the red frame. 

 

Figure 6. Organizer panel with a constructor for vote creation 

 

The letters in the image indicate: 

A. Log in/Log out – string for user authorization (Figure 7). When clicked, a context window will appear with 

the options: Log Out, Enter activation code and Buy a license. 

 

Figure 7. Authorization links 

 

To authorize an account or log in to the Organizer panel, you must: 

 click the login icon in the lower-left corner of the screen and enter your email address in the 

appropriate field; 

 go to your email account and follow the link from the email; 

 save and enter the secret key that you receive. 
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NOTE: For security reasons, Polys uses 64-digit passwords – ‘secret keys’. Save this password so that you can use 

it to log in to the Organizer's dashboard later, bypassing your email address. In addition, the Organizer panel 

can be accessed by clicking on the link from the email. 

 

B. New vote – vote creation. 

C. Copy – copy of vote (active or completed vote template). 

D. Delete – delete the vote template. 

E. Archive – archive vote (only completed votes can be archived). 

If errors or failures are detected, the System will display a warning during Creation and Voting (Figure 8). 

 

Figure 8. Errors or failures are detected 

 

3.1.1 Creation 

At the vote creation stage, the user with the Organizer role must fill in all the necessary information and set 

the vote parameters. 

Figure 9 shows the fields that need to be filled in, and the buttons for previewing and starting a vote. 



 

 
                         Version 2.8 

 

 
39A/1 Leningradskoe Shosse, 
Moscow, 125212, Russia | www.kaspersky.com | polys.me 

13 

 

Figure 9. Fields to be filled in and buttons for previewing and creating a vote 

 

NOTE: When creating a vote all the required fields that are not filled in are highlighted in red. 

 

To conduct open voting, tick the checkbox. The Organizer will then be able to see who voted and how. All 

data is entered into the final voting record (Figure 9). 

The letters in the image indicate: 

3.1.1.1. A. Title or main question 

The maximum length of a title or question is 300 characters. Below in the Description line you can add a voting 

description and place a background image next to it. 

3.1.1.2 B. Name of the organization 

The Organizer can enter the name of the organization or name of the vote Organizer. Vote participants (and 

recipients) will see this information on the voting screen and in the invitation letter. 

3.1.1.3 C. Ballot type 

This feature allows you to choose the voting methods (Figure 10). 
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Figure 10. Ballot type 

 

The System offers voters the following voting options: 

1. Single option selection; 

2. Multiple option selection; 

3. For, Against, Abstain; 

4. Multi-option points system. 

Single option selection offers the choice of one answer option from the list in the ballot. 

Multiple option selection offers multiple choices, but in accordance with the number indicated by the Organizer 

(Figure 11). 

 

Figure 11. Selecting multiple option selection 
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For, Against, Abstain offers a choice from a set of options (for, against, or Abstain). Voting can be configured 

so that voters choose between ‘For, Against’, or ‘For, Against, Abstain’ (Figure 12). 

 

Figure 12. For, Against, Abstain 

 

In the input field for the number of responses For, the default value is set to 1 (one). Any number of For options 

can be entered. If the number is deleted or 0 (zero) is entered, the Done button will become inactive. If 0 (zero) 

is left in the input field, the field will turn red and the Done button will remain inactive (Figure 13). 
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Figure 13 - The maximum For number in a For, Against, Abstain ballot 

 

After clicking Done, the Ballot Type information is displayed, including the maximum For number in the ballot 

(Figure 14). 

 

Figure 14 - The maximum For number in the ballot is displayed 

 

Multi-option points system prompts you to assign points to answer options or candidates. The Organizer must 

specify the number of points to be distributed to the voter (Figure 15). The distribution of points from 1 (one) 

to 100 (one hundred) is manually selected. The voter distributes the points received from the Organizer among 

the options. 
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Figure 15. Multi-option points system 

 

3.1.1.4 D. Voters 

This feature allows the Organizer to determine which of the participants (voters) will have the right to vote. 

There are two possible voting options. 

The first option is shown in Figure 16. 

 

Figure 16. Voters and determining who will have the right to vote 
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The option Add a prepared list of voters can be used provided the Organizer knows the number of voters in 

advance and offers to choose how they will get access to vote – by email, phone, or PIN codes issued by the 

Organizer. 

NOTE: By default, the System offers free access to 20 voters. To get access to a vote with more than 20 voters, 

click Contact us. 

The Request pre-registration (a ready-made voting list) option is available if you can use saved voting lists 

from previous votes or pre-prepared ones. 

The Allow anyone to vote option can be used when everyone who has a link to vote can vote. 

The Create a preliminary list of voters (Figure 17) can be used when it is possible to select existing voter lists. 

Click on one of the existing lists to automatically add voters. 

 

Figure 17. Add a prepared list of voters 

 

Voter access to a vote (Figure 18): 

 by email (personal link to vote sent via email); 

 by phone number (personal link to vote sent via SMS); 

 by PIN code from the Organizer (ticket with PIN code). 
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Figure 18. Access to a vote 

 

Support for vote access by phone number is provided: 

 separate registration by phone number and email addresses (Figure 19); 

 

Figure 19. Voter registration by phone number 

 

 creation of a vote with access via phone number for Russian and international subscribers 

(Figure 20); 
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Figure 20. The list of voters by Russian and international telephone numbers 

 

the ability to restore a user login by phone number via SMS (Figure 21). 

  

Figure 21. Restoring the user’s login by phone number via SMS 

 

 By email: 

The Organizer must upload a table with the voters’ email addresses in CSV format. Each unique voter must 

have a unique email address. An example of how to fill in a table can be downloaded from the File template 

link (Figure 22). 

After voting starts, voters will receive emails with an invitation to vote. Voters will need to click on the link from 

the email and vote. The Organizer will be able to monitor the turnout of participants in real time on the website 

or in the application for creating a vote. 
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Figure 22. Adding an email voting list by clicking the Enter email manually button 

 

 By phone number: 

The Organizer must manually enter a list of phone numbers or upload a table with voters’ email addresses in 

CSV format (Figure 23). Each voter will receive an SMS with a personal link to access the voting process. Each 

unique voter must have a unique phone number. An example of how to fill in a table can be downloaded from 

the File template link. 

 

NOTE: maximum of 100 voters. Click Contact us if you want to add more. 

 

  

Figure 23. Adding voters by phone number 

 

 By PIN code from Organizer: 

When creating a vote, the Organizer will set the required number of voters, and the System will generate links 
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to the vote in the form of QR codes (Figure 24). A unique eight-digit code will be written under the QR code 

(Figure 25) to access the vote. 

QR codes can be downloaded as tickets (this option is intended for voting on personal devices), and eight-

digit access codes can be downloaded as tickets or as a CSV file (this option is intended for voting on public 

devices). 

The Organizer must distribute the tickets among the vote participants. A voter will then scan the QR code with 

a mobile device, enter a unique code and vote. 

 

Figure 24. Adding a voting list by PIN code received from the Organizer 

 

 

Figure 25. Ticket with QR code and eight-digit code 
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3.1.1.5 E. Start/End. 

The Organizer can choose the time and date to Start/Stop a vote on a calendar. The calendar is shown in 

Figure 26. 

 

Figure 26. Vote calendar: Start and Stop 

 

The Organizer can start a vote without selecting a time or date by clicking Start voting after launch (Error! 

Reference source not found.). Voting will then start as soon as: 

 all fields are filled in; 

 the Create vote button is clicked. 

The Organizer can also end the vote at any time, without selecting a time or date by clicking Stop voting 

manually in the calendar settings (Figure 26). 

3.1.1.6 F. Add options 

When you click Add option, additional fields appear (Figure 27 and Figure 28). 

When you click Add images and descriptions, icons for adding images and lines for describing answer options 

appear (Figure 27). 
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Figure 27. Adding images and descriptions 

 

 

Figure 28. Creating options 

 

3.1.1.7 G. Preview 

Click Preview to see how a vote is displayed to voters. The Preview screen displays the turnout for voting with 

a predetermined number of voters (Figure 29). 

 

Figure 29. Displaying the turnout for voting 

 

3.1.1.8 H. Create vote 

Click the Create vote button to start a vote. This option is available when all the settings are specified and the 

fields are filled in. 

 

NOTE: Empty fields are highlighted in red when the Create vote button is clicked. 
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3.1.2 Voting 

After voting starts, the next stage of Receiving votes begins. The screen displays the process of accepting votes 

with the number of participants who voted. 

Four ways to vote: 

1) Scheduling start and end times and dates. 

2) Scheduling the launch time and date and ending it manually by clicking Finish voting. 

3) Starting manually by clicking Create vote and ending with a scheduled date and time. 

4) Starting manually by clicking Create vote and ending manually by clicking Finish voting (Figure 30). 

 

NOTE: The Organizer can monitor voters receiving their ballots and casting their votes in real time. 

 

 

Figure 30. Voting 

 

If the start of voting was scheduled for a specific time (Figure 31), a timer displays a countdown and the 

message Soon appears in the Voting tab. The indicator will remain inactive. 

 

Figure 31. Timer counting down the time until voting starts 
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If the voting was scheduled to end at a specific time (Figure 32), a timer displays a countdown and the message 

Now appears on the Voting tab. The indicator will become active. 

 

Figure 32. Timer counting down the time until voting ends 

 

If voting was started manually and there is no scheduled end time or date (Figure 33), the Finish voting button 

is displayed, and the countdown timer is not displayed. The indicator will become active. 

 

Figure 33. Start/End voting manually: no timer 

 

3.1.3 Results 

Voting results appear when: 

 the scheduled voting time ends; or 

 the Organizer clicks the Finish voting button. 

The results will be visible to both voters and the Organizer on all devices (Figure 34). 

The results of completed votes can be displayed on the public screen by clicking View on screen or printed 

out (Figure 35). 
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Figure 34. Example of result 

 

 

Figure 35. Example of results displayed on a screen 

 

After voting ends, the voting record can be viewed by clicking on the link Protocol in CSV format (Figure 36) 
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Figure 36. Link to download the protocol in CSV format 

 

Completed or outdated votes can be archived by clicking the box-shaped Archive icon (Figure 37). 

 

Figure 37. Archive icon 

 

3.2 Voters tab 

The Voters tab is shown in Figure 38. 
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Figure 38. Voters tab 

 

Clicking on the tab opens the voter list functionality. 

Here you can: 

 create a new list of voters by clicking New voter list (Figure 39). 

 use previous voter lists with information about them (with the option of re-sending the invitation to 

vote by clicking Create a preliminary list of voters (Figure 40). 
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Figure 39. New voter list 

 

 

Figure 40. New vote for existing list of voters 

 

The creation of the pre-registration voter list displays a list of invited voters from the total number (Figure 41). 
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Figure 41. Displaying the number from the list of invited voters 

 

In the Voters tab, it is possible to use the list of voters obtained as a result of pre-registration for subsequent 

votes (Figure 42 and Figure 44). 

 

Figure 42. The ability to use the list of voters obtained as a result of pre-registration for subsequent votes 

 

The System has the ability to distribute the weight of a vote (weighted voting) (Figure 43). To do this, you need 

to distribute the weight of the vote when creating a list of voters in the Voters tab. 
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Figure 43. Weighted voting 

 

 

Figure 44. Invitations to vote for participants of an existing list 

 

3.3 Technical support 

Please report errors to the company's technical support service at the following address: hello@polys.me 

  

mailto:hello@polys.me


 

 
                         Version 2.8 

 

 
39A/1 Leningradskoe Shosse, 
Moscow, 125212, Russia | www.kaspersky.com | polys.me 

33 

4 CHOOSING A LICENSE 

On Polys.me there are four types of license: 

1. 1-20 voters; 

2. 21-100 voters; 

3. 101-1000 voters; 

4. Enterprise solution. 

To obtain a license, click Pricing Plans (Figure 45), where you can choose the most suitable option. 

 

Figure 45. Pricing Plans link with prices 
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5 OPTIONS AND LIMITATIONS 

The range of measured data may differ depending on the configuration and the user’s preferences. For 

example, using a light theme for the entire portal (Figure 46). 

 

Figure 46. Use of a light theme 

 

At the request of the customer, the type of vote (Figure 47) can be divided into: 

Secret vote – the votes of the participants will remain anonymous for the voter. 

Open vote – after the votes are counted, the user will see how the participants voted. 

 

Figure 47. Type of vote 
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The System has the ability to distribute the weight of a vote (weighted voting) (Figure 48). 

 

Figure 48. Weighted voting 

 

By default, the System offers free access to 20 voters. To provide access for more than 20 voters, you need to 

click the Contact us link (Figure 49). 

To add more voters, click the Contact us link (Figure 49). 

To get information about individual license proposals, you can click Contact us (Figure 49). 

 

Figure 49. Contact us link 
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6 EMERGENCY SITUATIONS 

If an error occurs while working with the System, an error message will appear on the user's screen. The cause 

as well as the corresponding error messages are presented in Error! Unknown switch argument.. 

Table Error! Bookmark not defined.. Possible errors and ways to fix them 

Possible causes Error Troubleshooting instructions 

Incorrect System operation The page didn't open Reload the page in your 

browser and check your 

internet connection 

Lines are highlighted with a 

red border 

Incorrectly entered data or no 

data at all 

The app doesn't respond Contact customer support at 

hello@polys.me 

Other errors Contact customer support at 

hello@polys.me 
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APPLICATION: INFORMATION ABOUT RELEASES 

Release date Relea
se 

numb
er 

Functionality Functional description Page 

28. 07.2021 2.5 Voting For, Against, 

Abstain 

In the votes For, Against and For, Against, Abstain, 

the Options label was changed to Proposals and 

Questions. You can create a single-question vote. 

Page 37 

Voter selection 

dialog 

A new compact dialog for selecting voters. Voters 

has been added. Clicking it opens a context window 

with available access types. Their number will 

increase. 

Page 37 

Turnout display The Preview screen displays the turnout for a vote 

with a pre-set number of voters. 

Page 37 

Update Notification about a planned update. Page 37 

Light theme Light theme (selected entirely for the portal) added. Page 37 

Support for 

weighted voting 

Support added for weighted voting. Page 37 

31.08.2021 2.6 Main menu Three tabs added to the main menu sidebar. Page 37 

Login menu The login and license entry menu have been moved 

to the main menu. 

Page 37 

Account activation 

(logging in) 

Account activation by ticking checkboxes to agree 

to the Terms of Use and Marketing Regulations. 

Page 37 

Pre-registration for 

voting 

Ability to use a list obtained from pre-registration for 

subsequent votes created through the Voters tab 

has been added. 

Page 37 

Support for voting 

by phone numbers 

Added: 

 separate registration by phone number and 

email address; 

 creation of voting with access via phone 

number for subscribers from Russia; 

 ability to restore the user's login by phone 

number via SMS. 

Page 37 

Displaying the 

voting progress 

Feature added for the Organizer to monitor voters 

receiving ballots and casting votes in real time. 

Page 37 
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Release date Relea
se 

numb
er 

Functionality Functional description Page 

03.11.2021 2.7 
Adding new lists 

/manual entry of 

voting lists 

Function added for manually entering voting lists, 

with the ability to edit email addresses and phone 

numbers. Voting lists and pre-registration lists can 

be filled in manually or by copying/pasting (support 

for uploading via CSV lists is preserved). 

Page 38 

Open votes A checkbox has been added to the voting 

constructor that when ticked makes the voting result 

public (who voted and how will be visible), and 

enters all the data in the final voting record. 

Page 38 

Support for 

international phone 

numbers 

Support for international phone numbers added for 

voters with phone access. 

Page 38 

15.12.2021 2.8 Error messages Error messages during Creation and Voting Page 12 

The maximum For 

number in the For, 

Against, Abstain 

ballot 

In the For input field for the number of responses in 

favor (the default value) is 1 (one). Any number of 

For options can be entered. If the number is deleted 

or 0 (zero) is entered, the Done button will become 

inactive. If 0 (zero) is left in the input field, the field 

will turn red and the Done button will remain 

inactive. 

After clicking the Done button, the Ballot Type 

information is displayed, including the maximum For 

number in the ballot. 

Page 15 

The distribution of 

points between 

answer options 

Manual distribution of points from 1 (one) to 100 

(one hundred). 

Page 15 

Turnout A new compact dialog box for the number of voters 

and monitoring of turnout has been added. 

Page 23 

Number on the list 

of voters 

When creating a list of voters by pre-registration, the 

number of invited voters from the list is now 

displayed. 

Page 29 

Division of voting 

into Secret vote and 

Open vote 

The type of vote is divided into: 

Secret vote – when participants' votes remain 

anonymous to the voter. 

Open vote – after the votes are counted, the user 

will see how the participants voted. 

Page 32 
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